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Reset security phrase
Wath'’s wrong?

An error has occurred in the Client element (Windows, Mac and Linux), which is
required for communication via our matrix server. This leads to an incorrect key backup.
Although the encryption is set up locally when you first log in with the Element client, it
is not written back to the server correctly. Although it is possible to continue chatting in
this state, the messages received so far can no longer be decrypted when logging out
and in again.

Fortunately, the error has been found and you can fix it yourself!

How do you know if you are affected by this problem?

A warning symbol in the form of a red sign with an exclamation
mark appears next to the messages you have sent:

Also, your session is not i o —_
verified: @ :
Settings: Sessions
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In this guide, we will show you step by step how to rectify this error. If you get stuck at
any point, please contact our Matrix support team: matrix-support@rz.uni-freiburg.de
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Quick quide

Step 1: Export your E2E room keys under “Security” to be able to decrypt your
previously sent and received messages later.

Step 2: Log out of all sessions listed in the session overview.

Step 3: Log out using the logout button and reset the security phrase in the login
process. Restart the login process until you are prompted to verify your security
phrase or reset it. Select “Reset here” and follow the instructions.

Step 4: After successful login, you will have a new security phrase set up and a
verified session. Now import your E2E room key again to decrypt your previous
messages.

Please scroll down for step-by-step instructions @

4 Dimensions of Stiftung
Digital and Didactic Innovation in der . e .
Development @ Hochschullehre unive I‘Slta‘t'f rel bu rg



® ® ® E|earning Department
Matrix Messenger Support @ @ rz University IT Services (R7)
® ® ® Albert Ludwig University of Freiburg

Step-by-step instructions

1.) Step 1: Export room key

In order to be able to restore your :
previous messages after o \ ‘
troubleshooting, you should definitely :

back up your E2E room key. To do

this, click on your name (initial letter)

in the top left-hand corner to open All .
settings.

Settings: Security & Privacy

You will find the encryption under the
Security tab. Click on Export E2E
room key.

Verschigsselung Settings: Security & Privacy

Enter a passphrase (= set and SRS Se SEBeY
remember your own password! Avoid & - Vo
using the university password!) and ®
confirm it. Then click on Export.

Raum-Schllissel exportieren

O ® B0 0 =
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Save the room key (element key) in a
safe place. Import this E2E room key
again at a later date.
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2.) Step 2: Logging out of other sessions

Click on your name to open All settings.
Click on Sessions. If there are other
sessions, log out of them by clicking Log
out of this session. Repeat this process
until you have logged out of all other

sessions.
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3.) Step 3: Log out and reset security phrase

F strgk O
Fritzi Forst
@ff1064:matrix.uni-frei.. © T
Now log out of the current session by @
opening the settings via your name g # Denochvichtigungen 1
(initial letter) at the top left and clicking + @ sicherhei
on Log out. © Alle Einstellungen 1
#® Rickmeldung
m Abmelden
The login process that starts @

now should be familiar to you

from the first registration. Make
sure you set the correct home
server: matrix.uni-freiburg.de

Willkommen bei Element!

hiisselter Chat &

Log in with your UniAccount and
click Continue in the new browser
window that opens. universitatfreiburg

Sign in to your account [Mﬁx]

rrrrrrrr

Continue to your account
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Pay attention in the next step!
Instead of entering the known security phrase, W Piezes Oarkt verifizieran 8
Select: Reset it here :i:':;i:::;z:;x:zf:;g‘::::ll:f;zcmusseue Nachrichten zuzugreifen und

Mit Sicherheitsschliiissel oder Sicherheitsphrase verifizieren

Confirm a second time: = -

Continue with Reset Willst du deine
o Verifizierungsschliissel wirklich
(The second confirmation does not occur in all zuriicksetzen?
cases. If you are not prompted a second time, Das Zuracksetzen dene icherhfsscGssel ann it rickgangi gemacht
“ . ” . werden. Nach dem Zuriicksetzen wirst duralle Nachrichten nicht mehr lesen
select “Enter security phrase” directly, see next S AR, S GRS st

Step) . Bitte fahre nur fort, wenn du sicher bist, dass du alle anderen Geréte und deinen
Sicherheitsschliissel verloren hast.

| Mit Zuriicksetzen fortfahren

Now select Enter security phrase and then click =
CO n tl n U e . Schiliisselsicherung einrichten

~ & Sicherheitsschiissel generieren
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Set a new security phrase (avoid using
the password of your UniAccount!).
Confirm this by entering it again and
click Continue.

Save the security key by downloading
or copying it and saving it in a secure
location on your PC (ideally using a
password manager). This has the same

value as the security phrase. Then click on

Continue.

You will now see that the encryption of
the backup was successful. Click on
Done. Confirm the setup of the backup
with a single sign-on and click on Single
Sign-on.

4 Dimensions of Stiftung

® ® ® E-learning Department
@ @ rz University IT Services (RZ)
® ® ® Albert Ludwig University of Freiburg

T
. . &
& Sicherheitsphrase setzen
rst
Gib eine nur dir bekannte Sicherheitsphrase ein, die dem Schutz deiner Daten rleichtern
dient. Um die Sicherheit ewdhrleisten, sollte dies nicht dein Kontopasswort

sein

(-~ Sicherheilspiase eingat

1 v GroBartig! Diese
|
7

Gruppen)|

erstel

& Sicherungsschllissel sichern

Passwortmanager oder einem Safe, da er verwendet wird, um deine Daten zu

Bewahre deinen Sicherheitsschliissel sicher auf, etwa in einem
sichern.

EsTg Yzt fx53 SBd1 U12j VK56 wyMI t6bC  WHEu
Tggv Qtpy rsej

: o
Herunterladen oder
————

Verschliisselte Sicherung erfolgreich

Einmalanmeldung zum Fortfahren nutzen @
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A browser window will now open (if [matrix| matrs
it does not open automatically,

look in the taskbar!). Select Consiasia youiie moniians

Continue with Login Uni e ol g fhankyes
Freiburg. Finally you will see the sl

information “Thank you”. @ .

Check under All settings/Sessions
whether your session is now verified.
You can recognize this by a green
warning sign with a tick. If this symbol
appears, you have successfully set up
your key backup. Otherwise, please et
contact our support team.
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4.) Step 4: Import room key

We assume that your previous
messages cannot be decrypted and
that you will only see the
information “Unabled to decrypt
message”.

To restore this, import your E2E
room key by opening “All settings”
again via your name in the top left-
hand corner and calling up
Security. Under Encryption, click
on Import E2E room key.

Click on Select file and open the

correct security file (element-key) that

you have saved in a secure location
on your PC (1). Enter your newly
set passphrase (security phrase) (2)
and select Import (3).

Your messages should now be
decrypted and readable.
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ttings: Security & Privacy

Set

o s

-

P =

Privatsphiire

Raum-Schliissel importieren

Dieser Prozess erlaubt es dir, die zuvor von einer anderen Matrix-Anwendung exportierten
Verschllsselungs-Schlissel zu importieren. Danach kannst du alle Nachrichten entschlisseln, die

auch bereits auf der anderen Anwendung entschlisselt werden konnten.

Die exportierte Datei ist mit Passphrase geschiitzt. Du kannst die Passphrase hier eingeben,
um die Datei zu sﬂtscw

Zu-wiportierenide-Datei

Datei auswahlen | Keine ausgewshit
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5.) Support and contact

Further instructions on Matrix can be found in the Digital Teaching Toolbox:

https://ilias.uni-freiburg.de/matrix-support

Of course, our support team will also be happy to help you at:
matrix-support@rz.uni-freiburg.de

License information

This Matrix manual by the E-Learning Department at the Computer Center of

@ @ @ the Albert-Ludwigs-University of Freiburg is licensed under a Creative Commons

Attribution-ShareAlike 4.0 International License.

Imprint: Albert-Ludwigs-University of Freiburg, Fahnenbergplatz, 79098 Freiburg
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