
Albert-Ludwigs-Universität Freiburg  

1 
 

Instructions for the Course Template: 
Online Exam with Video Proctoring 
 
In the case of a multiple & single choice or free text exam, the questions are provided as 
an electronic exam in an ILIAS test.  The students answer the questions directly online in 
the examination system "ILIAS-Exam". The students complete the exam in the specified 
time under supervision (video proctoring via ZOOM). The correction of the exam takes 
place digitally directly in the examination system "ILIAS-Exam". 
 
These instructions for the course template "Online Exam with Video Proctoring" include 
some of the most important ILIAS functions and ILIAS objects that are used in the 
corresponding template. These instructions do not claim to be complete. They are only 
intended to point out the important steps and functions that should be configured 
correctly.  
 
You can find the matching ILIAS course template on the exam server ILIAS-Exam, under 
the templates (“Vorlagen für E-Prüfungen und computerbasierte OpenBook-Prüfungen”) 
(accessible only with login to ILIAS). Please copy this template into your faculty area in 
the corresponding semester of ILIAS-Exam. 
 
Note: The uploaded proofs of identity must be deleted directly after the examination. The easiest 
way to do this is to delete the set-up submission task "Proof of identification" completely (and also 
the copies downloaded locally to your computer!). 
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1. Course Template Settings & Adding Members 
 
When you have copied the course template “Online Exam with Video Proctoring”, the 
course is initially set to "offline". It is only visible to you as the administrator of the course. 
As soon as you add further course administrators or course tutors to the course, they will 
also have the right to view the course and make changes.  
 
1.1. Settings in the Course 
As a next step, we recommend that you define the duration of the course and control the 
entry procedure - this should be set to "No Self-enrolment":  

 
 
 
1.2 Adding Members using Matriculation Numbers 
To prevent students from joining the course independently, the entry procedure has been 
set to "No Self-enrolment”. We would like to suggest the following procedure for students 
to join your course:  
 
A. List from HISinOne:  
You or your colleagues can use Campus Management to create a list of all students who 
have registered for the online examination via HISinOne. Please make sure that the 
matriculation numbers are included on the list.  
 
B.1. ILIAS Course – Adding Members using Matriculation Numbers 
After you have checked that you have the appropriate number of ILIAS groups in your 
course and that all information in the groups (for example: "Title" of the group) is correct, 
you can add the students to the course:  

Change the title of the 
course to fit your exam 
scenario.  

Important: Check whether the entry 
procedure is set to "No Self-
enrolment".    
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B.2. ILIAS Groups – Adding Members using Matriculation Numbers 
You can also use the exact same procedure to divide up the "proctoring groups". Before 
doing so, you have to make sure that you have the appropriate number of ILIAS groups 
for your needs in your course and that all important information is contained there. Now 
you can also add the members in the group using the list of matriculation numbers:  
 

 
Adding members then works exactly as already described in step B.1. 
 
 
 

1
 2

 

Click on "Subscription with 
matriculation list" to access this view. 

In this field you can now enter all 
matriculation numbers of the students 
who are to be included in the course. 
Note: Please follow the on-screen 
instructions for entering the numbers.     
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1.3. Add & customize information on the course interface 
The course interface currently contains headings and short texts that you can adopt in 
this form or adapt to your needs. To make changes, you must activate the function 
"Customize page":  
 
 
 
 
 
 
 
 
 

 
 
 
 

With the help of the ILIAS page editor 
you can now change the headings and 
texts on the course interface.       
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2. Setting up the ILIAS groups (division into video proctoring groups) 
 
The ILIAS groups in your course have a very important function. Here, as with the course, you 
have to adapt the title as well as the "submission task" and "test objects" created in the group for 
your needs.  
 
Important hint: Design a group according to your needs and set up all exercise units you need 
in the submission exercise (an explanation of this can be found on the following pages). You can 
then copy the group and make as many copies as you need of groups. IMPORTANT: You will 
then have to adjust the titles of the groups and of course check that all the settings are correct, 
but you do not have to create all the submission tasks, tests etc. for each group individually.  
 
 
 
 
 
 
 
 
 
 
2.1. Group Settings 
Hint/Reminder:  

• As already described in step "1.1 Settings", it is also important in the group 
settings to set the entry procedure to "No Self-enrolment".  

• In addition, it is very important that you choose a suitable title for the group.  
 
2.2. Adding Members using Matriculation Numbers  
Reminder: As already described in section B.2, you must now add the students to the 
different ILIAS groups. How many groups you need depends on how many students are 
to be assigned to each supervisor.  
 
Important: Because the entry procedure is set to "No Self-enrolment", the students 
cannot join independently. This is organized on purpose, as it allows you as a teacher to 
allocate the students to groups with a maximum number of 40 participants per group. 
Excursus:  Please refer to the instructions in the guide for conducting online 
examinations. The limitation of participants has to do with the possible supervision and 
the display of camera images on a monitor.  
 
2.3. Add Zoom Access Details 
In each group, the Zoom link used for the proctoring of this group can now be added. 
Students can then also use this link to access the zoom room and thus take part in both 
the mock exam and the actual exam:  
 
 
 
 
 
 
 
 
 
 

Choose a very concise 
title so that there is no 
confusion!  The two terms 
in the square brackets are 
the placeholders for your 
individual titles.  

If you copy the group after setting 
it up, you must change the zoom 
access details in each group 
accordingly after copying. 
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2.4 ILIAS-Objects– Proof of Identity/ Mock Exam / Exam Settings 
In the groups included in the course template you will find three different ILIAS objects: 
one submission task and two test objects. 
 
Submission Task 
The submission task is meant for uploading the proof of identification. 

 

 

By clicking on the menu 
behind the ILIAS object, you 
can access the option "Edit 
Assignments". 

In this editing view, you can now either 
create a new Assignment or edit the existing 
one - as a template on the topic of proof of 
identification (e.g. add a deadline for 
submission). 
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Hint: Everyone with administration rights in your course can view the files submitted by 
the students. Students can only see their own submission, but not that of their fellow 
students. The submission is associated with the respective user who submits the file. 
 
 
 
Tip: You are not familiar yet with the Object „Exercise / Submssion“? Have a look at our 
support service:  
 
Digital Teaching Toolbox – Article „Exercise / Submission“: https://ilias.uni-
freiburg.de/goto.php?target=wiki_wpage_19583_1631765&client_id=unifreiburg 
  

If you switch to "View", you can 
see how the students see the 
exercise unit.    

https://ilias.uni-freiburg.de/goto.php?target=wiki_wpage_19583_1631765&client_id=unifreiburg
https://ilias.uni-freiburg.de/goto.php?target=wiki_wpage_19583_1631765&client_id=unifreiburg
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3. Setting up the ILIAS-Test-Object 
 
The mock exam and the exam are created as ILIAS test objects. In the test object you 
can test the students' knowledge with the help of different question types. 
 
Tip: Create the exam at course level and then link the exam into the groups. This way, 
all students start the same exam and the results of all examinees are collected in one 
test. If you want to create a different exam for each group, create them directly in the 
group. 
 

 
Especially in the test, which later serves as the actual examination, you must adapt 
various settings in order to make the examination safe. 
 
 

 
 
 
 
 
 
 
 

Give the exam a name so 
that it can be distinguished 
from the mock exam.    

If you have already built 
up a question pool, you 
can enter the questions 
from there into the exam. 

In the "real" exam, the 
names of the students must 
be displayed. You can 
anonymize a mock 
examination though. 
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Next, set the availability of the test. 
 

 
 
 
Now set the date and time from when test can be started. 

 
 
In the next step, you specify the duration of the exam and control the behavior of the 
exam platform. 

 
 
 
 
 
 

The test must be set to "online". 
However, this is only possible if it 
contains questions. 

Set a time when the test should generally be 
accessible. This does not mean that it can then be 
started. 

Define a time period in which 
the test can be started. This 
way you prevent students from 
starting the test too early. For a 
supervised exam, it is not 
mandatory to define an end. 

Limit the maximum 
number of runs to "1". This 
way, the test can only be 
done once. You can 
remove the tick in the case 
of a mock exam. 

Put the test into “Exam 
View” (kiosk mode). 
Please note: The ILIAS 
kiosk mode does not 
prevent the opening of 
further browsers/tabs. 

Limit the duration of the 
exam. After the specified 
time, the exam will end 
automatically. 
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Then adjust the settings to control the questioning behavior. 

 
 
Click on the "Save" button. 
 
Finally, you make settings for the evaluation of the test. You can leave most of the settings 
in the default settings, but there is one important tick that you must remove. 

 
 
In addition, you can store an individual mark scheme for the examination in the "Mark 
Schema" tab. 
 
Hint: You are not familiar with the ILIAS object "Test" yet? In this case we recommend 
the following support service:  
 
Digital Toolbox - Article „Test“:  
https://ilias.uni-
freiburg.de/goto.php?target=wiki_wpage_19644_1631765&client_id=unifreiburg 
 
Self-learning course „Test”: 
https://ilias.uni-freiburg.de/goto.php?target=fold_1798740&client_id=unifreiburg 
 

 

Information & Contact 
 
Copyright Notice 

The "Instructions for the Course Template: Online Exam with Video Proctoring" were 
created by the E-Learning department at the Computing Center of the University of 
Freiburg and are available under a license: Creative Commons Attribution 4.0 

International License. 
 
For technical questions please contact: e-pruefungen@rz.uni-freiburg.de 
 
Legal Notice 
University of Freiburg, Fahnenbergplatz, 79098 Freiburg   

Automatic saving every 10-30 
seconds prevents data loss 
should the PC freeze and the 
exam have to be restarted or 
similar. 

Randomizing the 
sequence of questions 
makes it difficult for 
students to discuss the 
questions. 

Under no circumstances 
are students allowed to see 
the result directly after the 
examination. 
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